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1 Overview 
The ExtraHop Orchestrate VRO Plug-In provides VMware Orchestrator workflows that enable 
you to quickly and easily deploy virtual ExtraHop appliances into the VMware vSphere 
virtualization platform. The following workflows are provided in the plug-in: 
 
 

Workflow Name Description 

Deploy Discover 
Download, deploy and configure the ExtraHop Discover appliance 
from an OVA. 

Deploy Explore 
Download, deploy and configure the ExtraHop Explore appliance 
from an OVA. 

Install Software 
Tap 

Install the ExtraHop RPCAPD software on a Linux VM to send 
traffic to an ExtraHop Discover appliance. 

Configure 
ERSPAN 

Configure ERSPAN on a VMware distributed switch to send traffic 
to an ExtraHop appliance. 

Configure 
vSwitch for 
ExtraHop 
Discover 

Configures an additional vSwitch on an ESXI host for port 
mirroring traffic to an ExtraHop Discover appliance. 

Setup Discover 
Only 

Perform only the initial configuration of the ExtraHop Discover 
appliance. Does not download the appliance. 

Setup Explore 
Only 

Perform only the initial configuration of the ExtraHop Explore 
appliance. Does not download the appliance. 

 
 
Additionally, the following actions are available for your own workflows: 
 

Name Description 

addExploreRecordDataDisk 
Add a second virtual disk to store record data on the 
Explore appliance. 

configureErspanOnVds Configure ERSPAN on a VMware distributed switch. 

configureRpcapErspanInterfac
e 

Configure the ExtraHop Discover appliance for 
ERSPAN. 

configureVSwitchToEDA Configures an additional vSwitch on an ESXI host for 
port mirroring traffic to an ExtraHop Discover 
appliance. 

downloadRpcapdToVco 
Download the RPCAPD archive from the ExtraHop 
Discover appliance to the VCO server. 

getAllDistributedVirtualPortgr
oups 

Provides a list of all the distributed virtual port 
groups. 
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getAllVmFolders Provides a list of all the virtual machine folders. 

powerOnVm Power on a new VM. 

runRpcapdInstallOnVm 
Run the RPCAPD installation script on the chosen 
virtual machine. 

setupDiscover 
Perform only the initial configuration of the ExtraHop 
Discover appliance. Does not download the appliance. 

setupExplore 
Perform only the initial configuration of the ExtraHop 
Explore appliance. Does not download the appliance. 

transferRpcapdToVM Transfers the RPCAPD archive to the VM. 

 

2 Plug-In Installation 

2.1 Requirements 
The ExtraHop Orchestrate VRO Plug-In requires an installation of VMware Orchestrator 7 or 
higher. See the following for ExtraHop virtual appliance requirements: 

● ExtraHop Discover 1000v Virtual Appliance Requirements 
● ExtraHop Explore EXA-XS Virtual Appliance Requirements 
● The deployment of these virtual appliances require an ExtraHop.com account and 

license keys. These were provided in your welcome email. 

2.2 Obtain the ExtraHop Orchestrate VRO Plug-In 
The ExtraHop Orchestrate VRO Plug-in is a .vmoapp archive that can be downloaded from 
https://www.extrahop.com/lp/vmware/. 

2.3 Install the ExtraHop Orchestrate VRO Plug-In 
Complete the following steps to install the plug-in. 
 

1. Log into the VMware Orchestrator server control center at https://<VMware 
Orchestrator server ip>:8283/vco-controlcenter. 

2. Scroll down and click on Manage Plug-Ins. 
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3. On the Manage Plug-Ins page, browse to the ExtraHop Orchestrate VRO Plug-In 
VMOAPP file and select the file. 

 
4. Click Install. 
5. Read and accept the EULA. Click Install. 

 
6. After the installation is complete, follow the instructions to restart the server. 
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2.4 Configure the vSphere Web Client 
The vSphere Web Client enables you to integrate Orchestrator workflows as menu items 
into various context menus. Complete the following steps to integrate the ExtraHop 
Orchestrate workflows into the vSphere Web Client. 
 

1. Launch the vSphere Web Client and login to your account. 
2. Click on the vRealize Orchestrator VRO Home menu. 
3. Click the Context Actions button under the Manage tab to view Orchestrator 

workflows. 

 
4. Configure context actions for the following ExtraHop workflows. 

 

Workflow name 
Multi 

selection Associated types 

Deploy ExtraHop Discover no Host, Datacenter 

Deploy ExtraHop Explore no Host, Datacenter 

Install ExtraHop Software Tap yes Virtual Machine 

Configure ERSPAN for ExtraHop 
yes 

Distributed Switch, Distributed Port 
Group 

Configure vSwitch to ExtraHop  no Host 
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Setup ExtraHop Discover Only no Virtual Machine 

Setup ExtraHop Explore Only no Virtual Machine 

3 Quick Start to Deploy the ExtraHop Platform 
1. Obtain your ExtraHop.com account credentials and license keys for the Discover 

Appliance and Explore Appliance. This is in your welcome email. 
2. Execute the Deploy ExtraHop Discover  workflow to deploy the Discover virtual 

appliance. 
3. Execute the Configure ERSPAN for ExtraHop  or Install ExtraHop Software Tap 

workflows to configure a data feed. 
4. Execute the Deploy ExtraHop Explore  workflow to deploy the Explore virtual 

appliance. 
5. In your browser, go to the http://<Discover IP> to view the ExtraHop Web UI. 

 

4 Workflow Usage 
The following sections describe the steps to execute the workflows that are included in the 
ExtraHop Orchestrate VRO Plug-In. 

4.1 Workflow: Deploy ExtraHop Discover 
This workflow deploys an ExtraHop Discover appliance from an OVA file and then performs 
the initial configuration. 

Prerequisites 
● Verify the ExtraHop Discover 1000v virtual appliance requirements. 
● vRealize Orchestrator is integrated with the vSphere Web Client. 

 
1. Launch the vSphere Web Client and log into your account. 
2. Right-click on a Datacenter or Host and select vRealize Orchestrator Actions > 

Deploy ExtraHop Discover. 
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3. In the Deploy Settings section, enter the following information: 

● Your ExtraHop.com account credentials. 
● The desired name for the deployed VM. 
● A VM folder to organize the deployed VM. 
● The ESXi host for the VM. 
● The virtual distributed port group to attach the Discover appliance to. 
● A static IP address (optional). 
● A network mask for static IP address assignment (optional). 
● A gateway for static IP address assignment (optional). 
● The product key. 
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4. Click Next. 
5. Select Run Now and then click Finish. 
6. Monitor the deployment in the Recent Tasks pane. This process will take several 

minutes to complete. 

 
7. When the status has changed to Completed, find the new VM in the datacenter 

hierarchy. Click on the VM to display the IP address. 

 
8. Enter the IP address into your browser to access the Web UI on the Discover 

appliance. 
9. Log into the Discover appliance with the default username setup  and password 

default . 
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4.2 Workflow: Deploy ExtraHop Explore 
This workflow deploys an ExtraHop Explore from an OVA file and then performs the initial 
configuration, including pairing with a deployed ExtraHop Discover appliance. 

Prerequisites 
● An ExtraHop Discover appliance has been deployed. 
● Verify the ExtraHop Explore EXA-XS virtual appliance requirements. 
● vRealize Orchestrator is integrated with the vSphere Web Client. 

 
1. Launch the vSphere Web Client and log into your account. 
2. Right-click on a Datacenter or Host and select vRealize Orchestrator Actions > 

Deploy ExtraHop Explore. 
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3. In the Deploy Settings step, specify: 
● Your ExtraHop.com account credentials 
● The desired name of the deployed VM 
● A VM folder to organize the deployed VM 
● The ESXi host for the VM 
● The product key 
● The ExtraHop Discover VM for pairing 
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4. Click Next. 
5. Select Run Now and click Finish. 
6. Monitor the deployment in the Recent Tasks pane. This will take several minutes to 

complete. 

 
7. When the status has changed to Completed, go to the ExtraHop Web UI and login. 

 
8. Go to Metrics and verify that Records are available. This validates that the 

ExtraHop Discover and Explore appliances are paired. 
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4.3 Workflow: Install ExtraHop Software Tap 
This workflow configures a deployed VM to send traffic to the ExtraHop Discover appliance. 

Prerequisites 
● An ExtraHop Discover appliance has been deployed. 
● vRealize Orchestrator is integrated with the vSphere Web Client. 
● A VM generating traffic is available for the software tap. 

 
1. Launch the vSphere Web Client and log into your account. 
2. In the VM list, right-click on the VM that you want to mirror and send traffic to the 

ExtraHop Discover appliance. 
3. Select vRealize Orchestrator Actions > Install ExtraHop Software Tap. 

 

 
4. In the Software Tap Settings section, enter the following information: 

● The ExtraHop Discover VM 
● The VM to install the software tap 
● The login credentials for the VM 
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5. Click Next. 
6. Select Run Now and then click Finish. 
7. Monitor the deployment in the Recent Tasks pane. This process will take several 

minutes to complete. 

 
8. Wait for the Completed status. 
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4.4 Workflow: Configure ERSPAN for ExtraHop 
This workflow configures ERSPAN on an existing virtual distributed switch to mirror traffic to 
the ExtraHop Discover appliance. 

Prerequisites 
● An ExtraHop Discover appliance has been deployed. 
● vRealize Orchestrator is integrated with the vSphere Web Client. 
● A virtual distributed switch is deployed and the VMs that are generating traffic are 

attached to a port group that you want mirrored. 
 

1. Launch the vSphere Web Client and log into your account. 
2. In the Networking list, right-click on the virtual distributed switch that you would like 

to mirror and send traffic to the ExtraHop Discover appliance. 
3. Select vRealize Orchestrator Actions > Configure ERSPAN for ExtraHop. 

 

 
 

4. In the ERSPAN Settings section, enter the following information: 
● The port group to mirror 
● The ExtraHop Discover VM 
● A list of VLANs to mirror (optional) 
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5. Click Next. 
6. Select Run Now and then click Finish. 
7. Monitor the deployment in the Recent Tasks pane. This process will take several 

minutes to complete. 
 

 
 

8. Wait for the Completed status. 
 

 

4.5 Workflow: Configure vSwitch to ExtraHop Discover 
This workflow configures an additional vSwitch on an ESXI host to mirror traffic to the 
ExtraHop Discover appliance. 
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Prerequisites 
● An ExtraHop Discover appliance has been deployed. 
● vRealize Orchestrator is integrated with the vSphere Web Client. 

 
1. Launch the vSphere Web Client and log into your account. 
2. In the Hosts and Clusters list, right-click on the ESXI host that you want to mirror 

and send traffic to the ExtraHop Discover appliance. 
3. Select vRealize Orchestrator Actions > Configure vSwitch to ExtraHop 

Discover. 
 

 
 

4. Select the ExtraHop Discover in the Common parameters section. 
 

 
 

5. Click Next. 
6. Select Run Now and then click Finish. 
7. Monitor the deployment in the Recent Tasks pane. This process will take several 

minutes to complete. 
 

 
 

8. Wait for the Completed status. 

4.6 Workflow: Setup ExtraHop Discover Only 
This workflow performs the initial configuration of an ExtraHop Discover appliance only. You 
might want to complete this workflow to resolve a failed initial configuration. 
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Prerequisites 
● An ExtraHop Discover appliance is powered on, but not configured. 
● vRealize Orchestrator is integrated with the vSphere Web Client. 

 
1. Launch the vSphere Web Client and log into your account. 
2. Right-click on a Datacenter or Host and select vRealize Orchestrator Actions > 

Setup ExtraHop Discover Only. 
 

 
 

3. In the Setup Settings section, enter the following information: 
● The ExtraHop Discover VM 
● The product key 

4. Click Next. 
5. Select Run Now and then click Finish. 
6. Monitor the deployment in the Recent Tasks pane. This process will take several 

minutes to complete. 
7. When the status has changed to Completed, enter the ExtraHop Discover IP 

address into your browser to access the Web UI on the ExtraHop Discover appliance. 
8. Log into the Discover appliance with the default username setup  and password 

default . 

4.7 Workflow: Setup ExtraHop Explore Only 
This workflow performs the initial configuration of an ExtraHop Explore appliance only. You 
might complete this workflow to resolve a failed initial configuration. 

Prerequisites 
● An ExtraHop Explore appliance is powered on, but not configured. 
● vRealize Orchestrator is integrated with the vSphere Web Client. 

 
1. Launch the vSphere Web Client and log into your account. 
2. Right-click on a Datacenter or Host and select vRealize Orchestrator Actions > 

Setup ExtraHop Explore Only. 
 

 
 

3. In the Setup Settings section, enter the following information: 
● The ExtraHop Explore VM 
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● The ExtraHop Discover VM 
● The product key 

4. Click Next. 
5. Select Run Now and then click Finish. 
6. Monitor the deployment in the Recent Tasks pane. This process will take several 

minutes to complete. 
7. When the status has changed to Completed, enter the ExtraHop Explore IP address 

into your browser to access the Web UI on the Discover appliance. 
8. Log into the Discover appliance with the default username setup  and password 

default . 
 

5 Troubleshooting 

5.1 Disk Space Issues 
Deploying several OVAs and plugins will consume disk space on the Orchestrator server. To 
free space on the Orchestrator server, you can delete files from the following Orchestrator 
directories: 
 

/var/lib/vco/configuration/temp 
/usr/lib/vco/app-server/plugins/backup 
/var/lib/vco/app-server/temp 
 

After deleting these files, restart the Orchestrator server through the control center. 

5.2 Import Spec Error: Network Mapping 
If you receive the error ‘Import spec error: The provided network mapping between OVF 
networks and the system network is not supported by any host.’ , ensure that the host you 
are deploying to is on the port group that you specified. 

5.3 Workflow Selection Input Fields for VM Folders, VMs, and Hosts 
are Empty 
This error indicates that credentials for the vCenter server SDK API are no longer correct. 
Orchestrator is unable to call the API to get information such as virtual machines and hosts. 
You must rerun the Orchestrator setup workflows Add a vCenter Server instance and 
Register vCenter Orchestrator as a vCenter Server extension. If these steps fail to 
resolve the issue, restart the Orchestrator server through the control center. 

5.4 Recovering Failed Discover and Explore Deployments 
If ExtraHop Discover or Explore deployments fail due to initial configuration issues, you do 
not need delete the VM. Complete the Setup Discover Only or Setup Explore Only 
workflows to rerun the initial configuration. 
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5.5 Other Issues with Executing Workflows 
If workflows fail to start or complete due to unknown errors, restart the vCenter server and 
complete the Orchestrator setup workflows Add a vCenter Server instance and Register 
vCenter Orchestrator as a vCenter Server extension. 

5.6 How Do I Access the ExtraHop Web UI? 
Determine the IP address of the ExtraHop Discover VM from the vSphere Web Client. This 
information is listed under the Summary tab when the VM is selected. Enter 
http://<Discover IP> in your web browser to access the ExtraHop Web UI. 
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